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Configuring and Troubleshooting Networks

* Configure Network Connection Settings
* Install and Configure SOHO Networks
* Configure SOHO Network Security

* Configure Remote Access

* Troubleshoot Network Connections

* Install and Configure IoT Devices



NIC Properties

* Computer’s network adapter connects to a network appliance
* Card settings should be configured to match network

/‘\
“o"
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Wired Network Cards

* Ethernet adapter and switch must
have same media type:

* Signaling speed
* Half/full duplex

* Most will auto-negotiate; can be
configured

* Most settings can be left at default

CompTlA

Atheros ARB151 PCI-E Gigabit Ethemnet Controller (NDIS 6.20) Prop...

General | Advanced | Diriver | Dietailz I Hssnurce5|

The following properties are available for this network adapter. Click

the property you want to change on the left, and then select its value
on the right .

Property: Value:
ﬁlﬂngzm | - Auto Negotiation |

o ] b

) 10 Mbps Full Duplex

Intemupt Moderation 10 Mbps Half Duplex
|IPvd Checksum Cffload 100 Mbps Full Duplex
Jumbo Frame =
Large Send Offload (IPv4) = Et” ":j’ps mH;*.f Duplelg
Large Send Offload w2 {|Pv4) 8 HEqotEhon
Large Send Cffload v2 {IPvE)
Manc IRQ per Second
Metworlc Address
Receive Buffers

Receive Side Scaling
Speed & Duplex
TCP Chechksum Ofload (IPv4) e

0K || Cancel
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QoS (Quality of Service)

Network protocol that prioritizes some types of traffic.

Can help ensure real-time applications such as VoIP or video conference have priority.
QoS usually configured on managed switches.

May need to enable QoS protocol on adapter.
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Onboard Network Cards

* Most computers have built-in Gigabit Ethernet adapter.
* Uses RJ-45 port/twisted-pair cabling.
* Check system setup if issues or to disable if installing a plug-in card.
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Wireless Network Cards

Intel(R) Centrino(R) Wireless-N 1030 Properties

* Set up 802.11 standard supported by
access point

General | Advanced |D11'ver | Details I Resources I Power Managemerrt|

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the naHt, * Card should support any standard

Eoperty — available

%1 1: Eﬂ};?jr;nel Width for band 2.4 3. 802.11b/g ;l ] ] .

Ad Hoc Crmel 802 11b/s y o ° Co_nﬂgure Roaml_ng Aggressiveness to

Fet Charmel rtlerrt adjust for weak signals

I'U'Iixed_ Mode F‘rote_dinn . .

T oy * Transmit Power usually set to highest
level by default

oK || cancsl

CompTlA
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Wake on LAN

Atheros ARE151 PCI-E Gigabit Ethernet Controller (MDIS 6.20) Prop...
Y Start Computer remotely General | Advanced |D|'I'U'Eﬂ' I Details I H.E-'SDLJI‘CE.'S|
. . The following properties are available for this network adapter. Click
° NetWO rk Card IS aCtlve, on Stand by the property you want to change on the left, and then select its value
on the right.
* “Magic packet” starts boot Property Wahe:
Large Send Cffload v2 (IPv4) - MagicPacket & Pattemnl +
* To set up WoL.: Lrge S Offad v2 () e =
. MagicPaciget & PattemMatch
1. Enable WoL in system setup Network Adress En A -
Receive Side Scali B attem Mat
2. Enable WoL on adapter Speed & Duplex
. . TCP Checksum Cffload (IPvd)
3. Configure network to send magic packets TCP Checksum Offioad (Pv8) 1=
UDP Checksum Cffload (IPvd)
UDP Checlksum Offload {IPwE)
VLAM 1D —
N
oK || Ccancel
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Network Connections in Windows 7 and Windows 8
(Slide 1 of 4)

* Confi k card with cli
onfigure network card with client ===
Software and protocol @v Lt « Metwork and Internet » Network and Sharing Center - |" | | Search Control Panel pe |
° 1 Control Pancl H View your basic network information and set up connections “
Use Network and Sharing Center v _ P .
Change adapter settings il | 0 ee full map
s i iy 5 % @
fhange advanced sharSs] STUDENTOL Network Internet
etti
= " (This computer)
View your active networks Connect or disconnect
% Metwork Access type: Mo Internet access
Public network Connections: [ Local Area Connection
Change your networking settings
‘E. Set up a new connection or network
= Set up a wireless, breadband, dial-up, ad hec, or VPN cennection; or set up a router or access
point.
'!"'. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
See also Access files and printers located on other network computers, or change sharing settings.
HomeGroup
] @ Troubleshoot problems
IntEmentinge Diagnose and repair network problems, or get troubleshooting information.
Windows Firewall
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Network Connections in Windows 7 and Windows 8
(Slide 2 of 4)

* Access adapter properties
* Wired/wireless adapter names vary

(o] O]

@/\:}'|@ <« Metwork and Internet » Metwork Connections » - | +3 | | Search Network Connections e |

Organize « Disable this network device Diagnose this connection 3 ;,':: - [ @
~ Bluetooth Metwork Connection — gtslearning
l-.‘,’ Disabled l‘a.'_’-__m Disconnected
9 Bluetooth Device (Personal Area ... @2 WAN Miniport (PPTP)
"'-. Local Area Connection | B VirtualBox Host-Only Metwork
* _ Metwaork cable unplugg ] :
9 @7 Atheros ARB151 PCL-EG| B Disable st-Only Ethernet Ad...
"-. Wireless Metwork Conne gt work Connection 2
. gtslearning Diagnose
dﬂﬂ Intel(R) Centrino(R) Wirg tual WiFi Miniport A...

- ) '@ Bridge Connections
L- Wireless Metwork Conne

Disabled Create Shortcut

cdﬂ] Microsoft Virtual WiFi M
Delete

'@ Rename
'@ Properties I}
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Network Connections in Windows 7 and Windows 8

(Slide 3 of 4)

* Change properties or view status
* Configure client, protocol, service

* Default bindings include Microsoft
clients, IPv4 and IPv6, and link-layer
discovery

CompTlA

. Local Area Connection Properties

Networking

Connect using:
¥ Microsaft Virtual Machine Bus MNetwork Adapter

This connection uses the following items:

2 Client for Microsoft Networks

JB1 005 Packet Scheduler

g File and Printer Sharing for Microsoft Metworks

-a. |rtemet Protocol Version & (TCP/IPvE)

-4 Intemet Protocol Version 4 (TCP/1Pvd)

<& Link-Layer Topology Discoveny Mapper 140 Driver
<& Link-Layer Topology Discovery Responder

[ Install... ] [ Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
netwoark.

OK || Cancel
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Network Connections in Windows 7 and Windows 8

(Slide 4 of 4)

* To join WLAN, select network from
list in notification area

* Can connect automatically

* Can configure manually if network
not broadcasting

CompTlA

= AE B

Manage wireless networks
Change adapter settings

Change advanced sharing

View your active networks

Change your networking settings

settings
Was
-
w
See also @
HomeGroup
Internet Options

Windows Firewall

(This computer)

LY x

ODYSSEUS

g'éﬁ

Internet

= | &

g@ L « All Control Paneltems » Metwork and Sharing Center - Search Control Panel

Control Panel Home

View your basic network information and set up connections

x
0
@

See full map

fou are currently not conl

Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hol
point,

Mot connected s
I:dm Connections are available

Wireless Network Connection ~
gtslearning ‘!ﬁ!

Connect automatically

Ceonnect to a network

Connect or reconnect to a wireless, wired, dif

Choose homegroup and sharing options

Access files and printers located on other nefl|

Troubleshoot problems

Diagnose and repair network problems, or gq

BeBox ‘5!!]_
AES M
asin il
oL |
5KY02084 o
O2wireless679390 il

Open Network and Sharing Center

m

¥ o

< Gy B0
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Network Connections in Windows 10

CompTlA

(5 Settings = ]

@ Status

Network status

B—7—@

Private network

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

Change connection properties

Show available networks
Change your network settings

@ Change adapter options
View network adapters and change connection settings.

% Sharing options

For the networks that you connect to, decide what you want to share.

A Network troubleshooter
Diagnose and fix network problems.

View your network properties
Windows Firewall

Network and Sharing Centre

* Settings: Network & Internet

* Use to access Network and Sharing
Center and Network Connections
applets

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org
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IP Address Configuration (Slide 1 of 2)

* Configure wired and wireless through Internet Protocol Version 4 (TCP/IPud) Properties
connection’s Properties General | stz Confiauaiiog)|
. . You can get IP settings assigned automatically if your network supports
® Defau It IS dyn amic I P ELsﬂ:ip:Eﬂt:pr%ieIr;;s:&sz need to ask y;ur :etwnrk administpr'ggnr
* Can configure a static IP address P ——
m an Ua| |y (7 Uge the following IP address:

IP address:
Subnet mask:

Default gateway:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DMS server:

Alternake DM server:

Validate settings upon exit

I Ok I[ Cancel ]

CompTlA Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTlA.org 14



IP Address Configuration (Slide 2 of 2)

° Se | ect “O btal n an I F) ad d ress Internet Protocol Version 4 (TCP/IPwd) Properties @
automatically” for DHCP/APIPA General | Alternate Configuration |

If this computer is used on more than one network, enter the alternate IP

* Can set up alternate configuration if settings below.
d eS| red (71 Automatic private IP address
(@) Uger configured
IP address: 192 . 168 . 0 . 100
Subnet mask: 255,255,255 . 0
Default gateway: 192 . 168 . 0 . 254
Preferred DS server: 192 . 168 . 0 . 254

Alternate DMS server:

Preferred WINS server:

Alternate WINS server:

Validate settings, if changed, upon exit

[ OK, ] ’ Cancel
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Other Network Connections (Slide 1 of 3)

=iees| * SOHO router is typical; usually combines
several functions
Type the information from your Internet service provider (ISP)

N — * Other connection options include dial-up

Dialing Rules

ey goe o * Analog modem connects to ISP
Password: [Password your ISP gave you]

) I Show characis * Use Set Up a Connection or Network to
I Bememberthis pasaverd configure

@ | Create a Dial-up Connection

Connection name: Dial-up Connection

'@' [] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Idon't have an ISP

CompTlA
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Other Network Connections (Slide 2 of 3)

(&) vodafone Mobie Comnect == « WAN cellular connects to a cell provider’s
File View Settings Tools Help network
Mobile Connect Al Mobile Connections )
£ Vin View Vodafone UK HSUPA -il_cmez JIll © Can be USB or internal
L C :
e 4 * Install vendor software, plug in adapter, use
5 View sage software to view and configure

% Manage Devices

Other Programs )

[=E Vodafone SMS

@WN

dad wLAN

é

vodafone
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Other Network Connections (Slide 3 of 3)

@ @ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

f%. Set up a new network
<agp-, Configure a new router or access point.

‘. Manually connect to a wireless network
<a, Connect to a hidden network or create a new wireless profile.

=y Setup adial-up connection
m® Connect to the Internet using a dial-up connection.

CompTlA

VPN tunnels privately through network

Windows supports several types; can configure
in Network Connections

Click network status icon to access

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org
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Activity

o
M &

Discussing Network Connection Configuration Settings
https://www.youtube.com/watch?v=dgKy-mtL6N4
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https://www.youtube.com/watch?v=dgKy-mtL6N4

SOHO Networks

* Business network; may use centralized

server as well as clients. A O
* Often uses single Internet device for < i pternet

connectivity. <> o Provider
* May be home/residential network as well. _/--??P ...... % @@

é Router/ Router Internet
Modem/
Access Point
/0
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Common SOHO Network Hardware (Slide 1 of 2)

* DSL or cable modem installed on customer premises.

* Bundles several device types: modem, router, switch, access point.

* On DSL, RJ-11 port connects to phone jack; voice/data splitter usually part of modern
socket.
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Common SOHO Network Hardware (Slide 2 of 2)

* On DSL, RJ-11 port connects to

phone jack.
* Voice/data splitter usually part of
~ modern socket.
> S
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SOHO Network Configuration (Slide 1 of 2)

* Connect device to SOHO appliance to
configure.

* Access management interface through
browser.

* Change default password!

* Follow wizard interface to configure
Internet access.

CompTlA

TP-LINK

Archer VR900

M status

|:| Operation Mode

| @ Network

LAN Settings
Interface Grouping

DSL Settings

Advance d Routing

IPSec VPN

= v

Quick Setup

WAN Interface

WAN Interface Name

pppoe_ptm_101_0_d

DSL Modulation Type:

VLAN ID:

Advanced

Internet Connection Setup

(@ Refresh €9 Add @ Delete All
VPI/VCI or VID Status Operation Modify
101 Connected Disconne ct = 1
VDSL
101
PPPoE
broadband.user@btbroa
® Alw.
O Connect on demand
O Connect manua lly
. | CompTIA.org
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SOHO Network Configuration (Slide 2 of 2)

* View line status and system log in
management console.

* Helpful for troubleshooting.

CompTlA

TP-LINK

Archer VR900

®

Status

® @ 3 @ b &

B

Operation Mode

Network

IPTV

Wireless

Guest Network

NAT Forwarding

USBE Settings

parental Control

Quick Setup

@ osL

Line Status:
DSL Modulation Type:

Annex Type:

Current Rate(kbps)
Max Rate(kbps)
SNR Margin(dB)

Line Attenuation(dB)

Errors(pkts)

Connected

VDSL2

Annex AfL/M

Upstream

9999

10294

12.9

0

0

Advanced

Downstream

35428

41045

7.8

316

v}

)

Logout

ale
v
Rebaot
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Wireless Settings

* Configure wireless settings; most hosts
connect wirelessly.
* May be part of setup wizard; can use
management software directly.
* Adjust settings as appropriate:
* Frequency band (2.4 GHz or 5 GHz)
* SSID (name for WAN)
* Security and encryption
* Password (pre-shared key)
* 802.11 mode
* Channel/channel width

CompTlA

TP-LINK

Archer VRI00O

Quick Setup

Wireless Settings

@ Status

L] operation Mode Wireless Radio:

Wireless Network Name (SSID):

@ Network
Security:
= v Version:
Encryption:
@ Wirgless
Password:
. . Mode:
Wireless Settings
Channel:
WPS
Channel Width:
BHELEm Transmit Power:

Wireless Schedule

Statistics

Advanced Settings

Basic

Firmware Version:0.1.0 0.9.1 v0069.0 Build 160525 Rel.38143n

Advanced

2.4GHz | 5GHz o

[ Enable
comptia_wlan [ Hide ssID
WPA/WPA2 Personal (Recommended) 7

QO Auto @ WPA2-PSK

® AES
12345670
802.11gn mixed -
Auto A
Auto v

O Low O Middle O High

Hardware Version:Archer VR900 v2 00000000 Support

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org
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DHCP and IP Address Configuration

TP-UINK * May need to adjust DHCP server
settings

S o * Enabled by default

e * If you disable, IP addresses must be
LAN IPv4: 192.168.1.1 aSSIgned manua”y

e * Easy for attacker to determine scope

Archer VR900 Quick Setup Advanced

@ Status DHCP Server

[ operation Mode

Subnet Mask: 255.255.255.0 v

[ Enable DHCP

Interface Grouping @® DHCP Server (O DHCP Relay

IP Address Pool: 192.168.1.100 -| 192.168.1.199
DSL Settings

Address Lease Time: 1440 minutes(1-2880)
Dynamic DNS X

Default Gateway: 192.168.1.1 (Optional)
Advanced Routing Default Domain: (Optional)
IPSec VPN Primary DNS: 0.0.0.0 (Optional)

Secondary DNS: 0.0.0.0 (Optional)

= N

CompTlA. Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 26



WPS

TP-LINK
Archer VR900 Quick Setup Advanced

@ Status Router PIN

Other devices can connect to the router using the router's WPS PIN.

Router PIN: |]

|:| Operation Mode

= v WPS Settings

| @ wreless Enable wes: [ B

Wireless Settings Select a setup method:

@® Push Button (Recommended)

WPsS Press the physical WPS button on the router or click the Connect button below.
Connect Failed to add the device!
MAC Filtering
(O PIN Code
Wireless Schedule
Statistics
Advanced Settings
Firmware Version:0.1.0 0.9.1 v0069.0 Build 160525 Rel.38143n Hardware Version:Archer VR200 v2 00000000

CompTlA

2.4GHz | 5GHz

2.4GHz | 5GHz

Support

Simplifies secure access point setup.

AP and all adapters must be WPS-
capable.

Pushbutton on device typically causes
device and AP to associate
automatically over WPA2.

Generates random SSID and
passphrase.
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Access Point Placement

Correct antenna and access point placement helps ensure robust network.
AP placement may be constrained by provider’s cabling location.

* Can use extenders.

Site survey can help identify dead zones.
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Channel Selection

* In US, 2.4 GHz band subdivided into 11 channels at 5 MHz intervals.

* Best to allow 25 MHz spacing for channels in active use.

* No more than 3 nearby APs can have non-overlapping channels.

* Newer APs detect least-congested channel at boot; may need to adjust.
* Use spectrum analyzer to find least busy channels.

1 2 3 4 5 & 7 8 g 1 12 13 14  Channel
2412 2417 2422 2427 2432 2437 2442 2447 2.452 2457 2462 2467 2472 2484 Center Frequency
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Radio

TP-LINK

Archer VROOO Quick Setup

(M status

|:| Operation Mode Wireless Radio:

Wireless Network Name (SSID):

@ Network

Security:
IE TV Version:
Encryption:
@ Wireless
Passwor d:
. : Mode:
Wireless Settings
Channel:
WPS
ch. | width
MAC Filtering Transmil it Power:

Wireless Schedule

Statistics

Advanced Settings

Firmware Version:0.1.0 0.9.1 v0069.0 Build 160525 Rel.38142n

CompTlA

Wireless Settings

Basic

Power Levels

Advanced

2.4GHz | 5GHz o

[ Enable

comptia_wlan [ Hide 551D

WPA/WPA2 Persona | (Recommen ded) v
O Auto @ WPA2-PSK

TKIP @ AES

12345670

802.11gn mixed v

Auto Al

Auto Al

O Low O Middle O High

Save

Hardware Version:Archer VR900 v2 00000000 Support

Can turn down AP power to prevent war

driving.

Need to ensure enough coverage for
legitimate users.

May expose to “evil twin” attack if a rogue
AP is detected first.

Increasing power may also cause signal

bouncing.

Client must match AP.
Best to allow autonegotiation.

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org
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Wi-Fi Security Protocols (Slide 1 of 2)

* Wi-Fi requires careful security configuration

* Media “unguided;” RF scanner can intercept signals
* Encryption is crucial

* Cipher scrambles message; key decodes message
* Keep key secure
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Wi-Fi Security Protocols (Slide 2 of 2)

WEP * Legacy encryption system based on RC4 cipher
* 64-bit or 128-bit key
* Flaw in key production method; easy for attacker to generate key
» Deprecated and should not be used

WPA * Based on RC4

WPA2 * Adds TKIP to fix security problem
* WPA2 developed to meet 802.11i security standards
+ Use WPA2 whenever possible
 If not supported by devices, use WPA
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Wi-Fi Authentication

Personal * Based on pre-shared key generated from passphrase.

« Cannot completely secure distribution of key; on home network may not be secure
passphrase; all users share key (no accounting); hard to change key.

* Simple setup.
* Only choice for WEP; can use with WPA/WPA2 on SOHO networks or workgroups.

Enterprise * Enterprise mode authentication in WPA/WPA2.
» Authentication passed to RADIUS server.
+ Suitable for server-/domain-based networks.
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Common SOHO Security Issues

I

SSID + Simple name to identify the WAN
* Change default SSID
* Do not use personal information
» Disable SSID broadcast
* Enable encryption

Physical Security * Restrict physical access to enterprise routers and switches
+ Attacker with physical access could reset to defaults, gain access

Updating Firmware + Keep Internet appliance firmware and driver up to date
» Make sure power stays on during update process

Static IP Addresses + Static IP assignments will not deter a determined attack
* Router/modem must have static IP to function as DHCP server/default gateway
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Latency and Jitter

!; Quality of Service (QoS): Using a network protocol to prioritize types
of traffic

Modern networks provide two-way communications (VolP, video conferencing, gaming).
Standard protocols sensitive to data loss, not delivery delay (latencyiljitter).
Real-time data applications sensitive to latency and jitter, not packet loss.
* Latency: the time for a signal to reach recipient
* Jitter: variation in delay (congestion, configuration problems).
* QoS:
* Hard to guarantee on Internet.

* Can be deployed on enterprise networks.
* On SOHO network, may be able to configure on router/modem.
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Activity

o
N

Discussing SOHO Network Installation and Configuration
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Activity

Installing and Configuring SOHO Networks
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Firewalls (Slide 1 of 2)

* Many types and implementations
* Primary distinction:
* Network firewall:
* Inline on the network
* Inspects all traffic
* Host firewall:

* Installed on host
* Inspects traffic to that host
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Firewalls (Slide 2 of 2)

Packet Filtering » Earliest type; all firewalls capable of this function
* Inspects IP packet headers, accepts or drops based on rules
* Filtering rules based on:
* |P filtering
* Protocol ID/type
* Port filtering/security
* Configure ACL

Host Firewall « Software on individual host; may be in addition to network firewall
» Can do packet filtering
« Can also grant/deny access based on software programs, services/processes, and users
» Two firewalls increase security; more complex to configure and troubleshoot
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Firewall Settings (Slide 1 of 2)

Disabling Ports

MAC Filtering

Content Filtering /
Parental Controls

Whitelists /
Blacklists

CompTlA

Only enable required services; can remove service at the host.
May want service available locally but not on Internet.
Configure firewall ACL to block the port, or block by default rule.

Firewalls, switches, and APs can whitelist/blacklist MAC addresses.
Can be time-consuming, but good security option for SOHO networks.

Blocks websites and services based on keywords, ratings, or classification.
Can restrict times.

ISP-enforced filters cannot distinguish account types.

Filters can also be enforced by OS.

Blacklists document URLs known to harbor specific undesired content.
Whitelists document sites that will be accessible even if filter is applied.

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org
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Firewall Settings (Slide 2 of 2)

CompTlA

TP-LINK

Archer VR900

(=)
Quick Setup Advanced Lgﬁ

©

NAT Forwarding

®

USE Settings

B

Parental Controls

Bandwidth Control

®

0| Device Name MAC Address Eﬁfr&iarc:ge Description Status Modify
[5 Security
test allow tim ’
0 1 MyDeviceTest 00:19:E0:02:03:04 © - Q &
{I:-l'} System Tools
Content Restriction
Restriction Type: ® Blacklist O Whitelist
& Add a New Keyword
facebook (-]
Firmware Version:0.1.0 0.9.1 v0069.0 Build 160525 Rel.38143n Hardware Version:Archer VRS00 v2 00000000 Support

Parental Controls 0

Status: I|

Devices Under Parental Controls

The Effective Time is based on the time of the router. The time can be set in "Advanced > System Tools

= Time Settings™
@ Refresh 0 Add e Delete

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org
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NAT

* All routers/modems use
NAT/NAPT

* Router has single public
address; clients use local
private addresses

* Router translates between
Internet and host

* Usually auto-configured

* Some protocols may need ALG
to open ports dynamically

CompTlA

TP-LINK

Archer VR900 Quick Setup Basic

Advanced

@ Status Application Layer Gateway (ALG)

PPTP Pass-through:

] operation Mode
L2TP Pags-through:
@ Network IPSec Pass-through:
FTP ALG:
= ey
TFTP ALG:
@ Wireless H323 ALG:
SIP ALG:
£¥y  Guest Network
@ NAT Forwarding

Virtual Servers
Port Triggering

DMZ

Firmware Version:0.1.0 0.9.1 v0069.0 Build 160525 Rel.38143n

[ Enable
[ Enable
[ Enable
[ Enable
[ Enable
[ Enable

[ Enable

Hardware Version:Archer VRS00 v2 00000000 Support
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Port Forwarding and Port Triggering

TP-LINK

Archer VR900 Quick Setup

@ Status Virtual Servers
Operation Mode

D v Ol o S_er;\:ce

@ Network Ot FTP

= rv

@ Wireless

Port Triggering

DMz

Firmware Version:0.1.0 0.9.1 v0069.0 Build 160525 Rel.38143n

CompTlA

Basic Advanced
€ Add @ Delete
External Port Internal IP In;ir;al Protocol  Status Modify
21 182.168.1.201 21 TCP Q & w
Hardware Version:Archer VRI00 v2 00000000 Support

Internet hosts only see router’s public
address.

Configure port forwarding/DNAT if running
an Internet-facing service on your internal
network.

Router transmits Internet requests to a
given port to a designated internal host.

Port triggering is for applications using
multiple ports.
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DMZ

* If internal server is exposed to Internet,
consider local network security;
compromised server can expose LAN to
attacks.

* Enterprise networks use DMZ; hosts in HLin S Quick Setup Advanced
DMZ are not trusted by local network. o e
* Traffic from Internet cannot access local | @ o ST
network through DMZ. - —

* SOHO vendors’ “DMZ” = LAN computer
that receives all Internet communications N
not forwarded to other hosts.

CompTlA Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 44



Universal Plug-and-Play

* Users may be tempted to turn off firewall if
configuration is complex. Services requiring
complex configuration can use UPnP to
instruct firewall with correct configuration.

* Does have security vulnerabilities:

vl Serers UPRP Service List * Use Only if reqUired.
Port Triggering Client Number 0 @ Refresh
* Don’t let UPNnP accept Internet requests.
EEEE 4w — L - - * Keep firmware, security advisories up to date.
@ usB settn as
dh  Parental Control
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Windows Firewall (Slide 1 of 2)

 Each version has become more
advanced

* Configure in Control Panel

CompTlA

fo |-l

—,
)= |l « Windows Fir.. » Customize Settings w | #¢ || Search Control Panel
R

Customize settings for each type of network

You can moedify the firewall settings for each type of network location that you use,
What are network locations?

Home or work (private) network location settings
l@ @ Turn on Windows Firewall
"] Black all incoming connections, including those in the list of allowed programs
Motify me when Windows Firewall blocks a new program
l@ (1 Turn off Windows Firewall (not recommended)

Public network location settings
l@ @ Turn on Windows Firewall
"] Black all incoming connections, including those in the list of allowed programs

Naotify me when Windows Firewall blocks a new program

l@ () Turn off Windows Firewall (not recommended)

)

[ oK ] ’ Cancel
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Windows Firewall (Slide 2 of 2)

* Can configure exceptions
* Use Windows Defender Security Center

on Windows 10

CompTlA

[E=N Bol 5

.
- <« Windows Fire... » Allowed Programs w |44 ||| Search
O-@ g

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

Allowed programs and features:

Name Home/Work (Private)

Windows Live Communications Platform
Windows Live Communications Platform (55DF)
Windows Live Communications Platform (UPnP)
4 Windows Live Messenger

[ Windows Management Instrumentation (WMI)
M Windows Media Player

[l Windows Media Player Network Sharing Service
[0 Windows Media Player Network Sharing Service (Internet)
[ Windows Peer to Peer Collaboration Foundation
O Windows Remote Management

[ Wireless Portable Devices

Control Panel

)

B Change settings

OO0DOEEOREERE

Public *

O000DD0OD0DDOREEE

Remove

[ Allow ancther program... ]

[ ok

][ Cancel ]
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Windows Firewall with Advanced Security (Slide 1 of

2)

Domain Profie | Private Profile | Public Profile | IPsec Settings |

Windows Firewall with Advanced Security on Local Computer Pro...

Specify behavior for when a computer is connected to its corporate
domain.

State

i P Firewall state:

Inbound connections:

[Dn (recommended) v]

|Block (defau) |

COutbound connections: [Nluw {default) v]

Protected network connections:

Settings
~f Specify settings that contral Windows
%= | Firewall behavior. Customize...
Logaing
Specify logging settings for
Q troubleshooting. uslomize...

Leam more about these settings

| ok || Cancsl Apply

CompTlA

Add-in to basic firewall
Can configure outbound filtering, IPSec,

monitoring

Configure in Group Policy on domain, in
management console in workgroup
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Windows Firewall with Advanced Security (Slide 2 of

2)

@ Windows Firewall with Advanced Security

File  Action

@

View Help

0 Windows Firewall with Advance
&3 Inbound Rules
Qutbound Rules
E!.- Connection Security Rules
[ ‘Q Monitoring

Inbound Rules

Name

@ Metwaork Discovery (LLMMR-UDP-In)
. Metwork Discovery (LLMMR-UDP-In)
@ MNetwork Discovery (NB-Datagram-In)
. Metwork Discovery (NB-Datagram-In)
. Metwork Discovery (NB-Datagram-In)
. Metwork Discovery (NB-MName-In)
. MNetwork Discovery (NB-Narme-In)
@ Metwork Discovery (NB-Narme-In)
(@ Network Discovery (Pub-WSD-In)

@ Network Discovery (Pub-WSD-In)

@ MNetwork Discovery (550P-In)

@ Network Discovery (S5DP-In)

@ Metwork Discovery (UPnP-In)

. Metwork Discovery (UPnP-In)

. Metwaork Discovery (UPnP-In)

. MNetwork Discovery (W5D Events-In)

[ IS, SR Y1 - A
4 i

-

Group

Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery
Metwork Discovery

[ NPT ¢ S——

3

-

Actions

Inbound Rules
Mew Rule...
Filter by Profile
Filter by State

444E

Filter by Group
View

Refresh

Export List...

E e

Help

CompTlA

appropriate

* Configure inbound and outbound rules as

* Rules can use various triggers
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Location Awareness (Slide 1 of 2)

* Firewall settings can be applied _ ——
depending on connected network. (L &% SetNetwork Locstion

° Dlsplays dlalog When new network |S Select a location for the "gtslearning’ network

This computer is connected to a network, Windows will automatically apply the correct

detected . network settings based on the network’s location,

Home network
|: If all the computers on this network are at your home, and you recognize them,
) this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

{ Work network
4| If all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

Public network
.." If you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.
[] Treat all future networks that I connect te as public, and don't ask me again.

Help me choose

Cancel
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Location Awareness (Slide 2 of 2)

* Set location (Home, Work, Public,

Domain). Networks
* Use Network and Sharing Center to fd Network

change location. e s
* In Windows 8/Windows 10, networks ptitfjgvmn'dd i

are either public or private. —
* Change using Settings app. your home and work networks.
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Browser Configuration (Slide 1 of 7)

CompTlA

Browser is very important software, for
browsing and as app interface.

Internet Explorer has been dominant, but
other browsers have similar
configurations.

General settings include home pages,
browsing history, etc.

Clear browsing history on public
computer.

Internet Options

GENEFE|| Security I Privacy I Content I Connections I Programs I hdvanoedl

Home page
l/) To create home page tabs, type each address on its own line.

'
1 http:/fwanwe. gtslearning.com/ -

-

[ Use current ][ Use default ” Use blank

Browsing history

’/I_ Delete tempaorary files, history, cookies, saved passwords,
v ,-' and web form information.

|| Delete browsing history on exit

Delete... ][ Settings ]
Search
p Change search defaults,
Tabs
— | Change how webpages are displayed in
—_ tabs,
Appearance
[ Calors ]l Languages ” Fonts ]l Accessibility ]

[ OK ][ Cancel ] Apply
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Browser Configuration (Slide 2 of 7)

* Configure connections: Interet Options
. | General [ security | Privacy | content | Connections MIML
* Dial-up

To set up an Internet connection, dick Setup

* Router =

Dial-up and Virtual Private Metwork settings

3 gtslearning

Add VEN...

Remaove...

Choose Settings if you need to configure a proxy
server for a connection.

(@ Mewver dial a connection
(") Dial whenever a network connection is not present

() Always dial my default connection

Current Hone Set default

Local Area Metwork (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

ok || cancel Apply
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Browser Configuration (Slide 3 of 7)

* Configure proxy: Local Area Network (LAN) Settings ==
* User machines send requests to proxy Automatic configuration
i Automat fi ti id | settings. T th
server, which sends to Internet. Use of manusl settings, dsable automatc configuraton.
* May also perform caching for improved V] &utomatically detect settings
perform ance. [] use automatic configuration script
* Use LAN Settings to configure proxy Address
ad d ress. Proxy server

F Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

address: Pork: | B0 Advanced

Bypass proxy server for local addresses

[ Ok J ’ Cancel
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Browser Configuration (Slide 4 of 7)

* Security settings protect system from
malicious content on web pages.

* In Windows, configure by security zone.

CompTlA

Internet Options

General SECIJI'I'C&'| Privacy I Content | Connections I Programs I Advanced |

Select a zone to view or change security settings.

@ @ v ©

Internet  Localinfranet  Trusted sites  Restricted
sites

Internet

@ This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Sites

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
[ - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explarer)
Custom level... Default level

[ Reset all zones to default level l

I CK ] ’ Cancel Apply
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Browser Configuration (Slide 5 of 7)

* Privacy settings control use of cookies ‘l“‘“'“*“’l"“"““ —— |
General | Security [: Privacy | Content | Connections | Programs | Advanced

* Text files containing session data Settings

Select a setting for the Internet zone,

* Configure pop-up blocker " Mediom

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
(- be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Import ] [ Advanced ] Default
Location

Mever allow websites to request your

ear Sites

(] physical location =
Pop-up Blocker
Turn on Pop-up Blocker
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

[ QK ] ’ Cancel Apply
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Browser Configuration (Slide 6 of 7)

* Check or set default browser

* Manage add-ons

CompTlA

Internet Options

| General | Security I Privacy I Content | Connections | Programs | Advanced

Default web browser

.@ Internet Explorer is the default web Make default

browser,

[7]Tel me if Internet Explorer is not the default web browser.:

Manage add-ons

(‘\’ Enable or disable browser add-ons Manage add-ons

%=| installedin your system.

HTML editing

" Choose the program that you want Internet Explorer to use for
@5 editing HTML files.

HTML editor: vl

Internet programs

ﬁ Choose the programs you want to use Set programs

for other Internet services, such as
e-mail,

[ ok || cancel Apply
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Browser Configuration (Slide 7 of 7)

* Various advanced settings and options ‘|“*°'"°‘°I""“”“ — |
General | Security | Privacy | Content | Connections | Programs | Advance

* Resetting the browser Setings
] ccdroted grophics|

Use software rendering instead of GPU rendering™
@ Accessibility ‘
[ Always expand ALT text for images
[T Enable Caret Browsing for new windows and tabs
[7] Mave system caret with focus/selection changes
[] Play system sounds
[ Reset text size to medium for new windows and tabs
[7] Reset zoom level for new windows and tabs
D Browsing
Automatically recover from page layout errors with Compe
[ Close unused folders in History and Favorites™®
Disable script debuaging (Internet Explorer)
[¥] Disable seript debuaaing {Other)
4| [T | b
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

»

m. |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition.
‘You should only use this if your browser is in an unusable state,

I CK ] ’ Cancel Apply
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Activity

o
L

Discussing SOHO Network Security
30bird lab 11.2.3
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